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1. INTRODUCTION

1.1.

Getting to know your Telstra Gateway Pro™

Telstra has worked with our partner Netgear to bring you the Telstra Gateway Pro™ (Netgear™
model number v7610). The Telstra Gateway Pro™ is an advanced Gateway, providing high speed
Wi-Fi and connectivity for a variety of business devices. It can connect to the Internet using:

« ADSL

+ VDSL (including NBN Fibre to the Basement and NBN Fibre to the Node connections)

« NBN Fibre to the Premises

The Gateway is compatible with optional USB mobile broadband device for peace of mind in case
of an unlikely service interruption.

The Telstra Gateway Pro™ features world leading Wi-Fi and the best connectivity available so you
get the most out of your Telstra fixed Broadband service.

« Enjoy faster Wi-Fi with the latest Wi-Fi AC technology

« Experience seamless dual band connectivity of multiple devices on your network

- Make calls on your new business phone with Telstra’s Digital Voice service

» Securely access your business files from home with our remote access feature

1.2. What’s in the box?

The Quick Start Guide outlines all the components that are included with the Telstra Gateway Pro™
and can be found on Telstra.com using the following link: http:/business.telstra.com.au/t5/DOT
-Bundle-Help/ct-p/bundles_and_dot. Note the reference letters for the bundled cables,

which will be used later in this guide.

Gateway with Quick
wall mount Security Card Start Guide

1 xADSL (A) Black
Filter/Spilitter Phone Cable

(B) Grey (C) White/ (D) White/
Phone Cable Yellow Cable Red Cable

Figure 1: What’s In The Box?
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1.3. Features and Benefits

1.3.1. Faster Wi-Fi with the latest AC technology

The Telstra Gateway Pro™ is a world leading Gateway using the best Wi-Fi standard available,
Wi-Fi 802.11 AC, to maximise your Wi-Fi experience in the office. The Telstra Gateway Pro™ also
has 4 x 4 Wi-Fi streams to deliver the best possible coverage for your network.

1.3.2. Connect multiple devices via dual band Wi-Fi

This Gateway enables connection of devices such as laptops, smart phones and tablets to the Internet
via two separate Wi-Fi bands:

« 2.4GHz band for 802.11 B/G/N devices
« 5GHz band for 802.11 A/N/AC devices

This allows you to spread your devices across both bands (depending on device compatibility) to make
the best use of your Wi-Fi network coverage. The Wi-Fi Network Security Card provided with your
Gateway provides the Wi-Fi Network (SSID) name for both the 2.4GHz and 5GHz bands. The Wireless
Security Key (WPA password) is also provided on this card.

IT'S HOW
WE CONNECT

WI-FI NETWORK
SECURITY CARD

Wireless Network Name 2.4Ghz (SSID)

Telstra002D

Wireless Network Name 5Ghz . 1388197590

Telstra002D-5G

Figure 2: Wi-Fi Network Security Card

1.3.3. Make phone calls with Telstra’s Digital Voice Service

Digital Office Technology (DOT) customers can use one of Telstra’s IP Phones, compatible with this
Gateway, to deliver digital calls over the Fixed Broadband service. Telstra’s Digital Voice service supports
up to 10 services/lines at one site and provides a number of useful calling features to enable smart call
managementincluding:

- Fixed MessageBank
- Simultaneous and Sequential Ring
« Call Forwarding when not reachable

«Virtual Receptionist (Auto-attendant)
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There are a number of compatible business IP phones to choose from including:

« Panasonic Cordless IP DECT Handset with Base Station (KK-TPG600)
« Telstra (Yealink) T42G IP Handset
« Telstra (Yealink) T48G IP Handset

Refer section 7.1 for a full list of compatible IP phones.

For more information about DOT Digital Voice services or the handsets outlined above refer to the
following link: http:/business.telstra.com.au/t5/0ffice-Business-Phones/ct-p/office_phones

1.3.4. Secure Remote Access Feature

The Gateway’s Remote Access feature enables secure access to your business files from home.
Refer to the VPN configuration guide available at: http://www.telstra.com.au/content/dam/tcom/
small-business/bundles/pdf/telstra-gateway-pro-v/7610-configuration-guide.pdf

1.3.5. Always connected with Telstra’s Mobile Broadband USB

The Mobile Broadband USB back up feature provides piece of mind in case of an unlikely Fixed
Broadband service interruption. This feature ensures that the Gateway is always connected to the
Internet via the Telstra Mobile Network USB in the unlikely event that the Broadband service is
unavailable.

The Gateway supports the use of a compatible Telstra Mobile Broadband USB device providing 2 USB

3.0 ports, one port on the side of the device and the other port can be found on the back of the device.
The following USB Mobile Broadband devices are compatible for use with the Telstra Gateway Pro™:

« Netgear 320U (Sierra Wireless).
« Telstra 4Gx 8372 (Huawei).
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1.4. Getting To Know the Gateway

1.4.1. Understanding the lights and what they mean

Power LED around
the Telstra Logo

Internet LED

WAN LED

Phone LED

Wi-Fi On/Off button

Wi-Fi On/Off

WPS button

WS
O DECT button
J

Figure 3: Telstra Gateway Pro™ Front Panel
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On the front of the Gateway there are 3 LEDs and 3 buttons.
The meaning of the various light sequences and buttons are listed in the following table:

Front Panel LED
& button description

Power LED around

the Telstra Logo

Front Panel LED
& button description

LED Activity

Solid blue

Description

Indicates power is on and the Gateway is operating

Off

LED Activity

No power is being received by the Gateway.

Description

Internet LED Solid blue Physical WAN port is connected successfully, authentication of
username and password is successful and a public IP address has
been assigned

Flashing orange Authentication of username and password in progress

Off Physical WAN port is not connected or Mobile Broadband not active

Solid red Physical WAN port is connected but authentication of username
and password was unsuccessful.

Flashing red LED is illuminated red and turns off briefly every 5 seconds when
operating in mobile fail over mode

WAN LED Solid blue WAN port is connected successfully to DSL or NBN

Flashing orange In progress, layer 2 WAN interface connecting

Off Physical WAN port is not connected
(Note:individual LED on the physical Ethernet port at the back panel
to indicate: Amber = 10/10Mbps, GREEN = 1Gbps)

Phone LED Solid blue Phone service is working between the Gateway and Broadworks

voice platform. Registration/authentication has been successful
on ALL the configured SIP accounts (FXS and DECT).

Flashing orange

Establishing a new SIP registration to the Broadworks platform
for any one or more configured SIP accounts.

Off

Phone service registered. Phone service disabled.

Wi-Fi On/Off button

2.4GHz and 5GHz status and configuration will be available in the Gateway Control Panel.
Important Note: To switch Wi-Fi on or off, press the Wi-Fi button for at least 3 seconds.
The Wi-Fi button LED will either switch on or off.

Solid blue

Inbuilt Wi-Fi access point for 2.4GHz and 5GHz is up and operating

Flashing orange

Packets are transmitting

Off

Inbuilt Wi-Fi access point for both 2.4GHz and 5GHz is disabled

WPS button Press this button to open a 2-minute window for the Gateway to connect with other
WPS-enabled devices.
Solid blue Connection succeeded under Wi-Fi Protected Setup (WPS)
Flashing orange WPS is active, pairing has been initiated and in progress

(Negotiation is in progress under WPS)

Solid red WPS has not connected successfully
Off WPS is disabled or not initiated

DECT button This functionality will be available in a future software update

of the Gateway.
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1.4.2. Gettingto know the back panel

Figure 4:Telstra Gateway Pro™ Back Panel

In the diagram above there are a number of ports and buttons on the back of the Gateway.
These ports and buttons are described in the table below:

Back Pane D
D A De ptio
X PO ae PDTIO
DSL port None The DSL port is connected for ADSL and VDSL connections
FXO port None N/A
FXS1 port None Plug an analogue phone / device into this port when voice is enabled
on the Gateway
FXS2 port None If enabled plug a second analogue device into this port
USB (3.0) port None To plug a Mobile Broadband backup device and/or a storage device to
share on the network. There is one USB port on the back and one USB
on the side of the Gateway.
LAN ports 1-4 Solid Green LAN portis connected at 1000Mbps
Flashing green LAN portis connected at 10/100Mbps / packets are transmitting
Off No traffic transmitted or no Ethernet cable plugged in
WAN port Solid green WAN port is connected successfully
Blinking green Packets are sending and receiving
Off Physical WAN port is not connected
(Note: individual LED on the physical Ethernet port at the back panel
to indicate: AMBER = 10/10Mbps, GREEN = 1Gbps)
On/Off button None Turns on the power to the Gateway
Reset button None Using a paperclip to initiate the reset function. This will take the device
back to default factory settings. Refer 6.4.1 for more detail.
Power port None Plug in power pack/cable supplied to the power point and turn power

point on from the wall to turn on power to the Gateway.
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1.4.3. Product label on the bottom of the Gateway

NETGEAR

Telstra Gateway Pro Model V7610=-1TLAUS

INTERNET WAN VOICE Wi-FI WPS DECT hltp .1“? TTELE]

iy &) (8 - username:  admin
password: telstra

SERLAL

2.4 GHz Wi=Fi Network Hame S GHz Wi=Fl Network Name Hetwork Key (WPAZ)

Dasigrad by NETGLAR in Calinrma Mads in Chana TT=12458-01

Figure 5: Telstra Gateway Pro™ Label

You will find a number of important pieces of information on the product label on the bottom of the
Gateway including:

Description

1. Gateway Login Details | Enables you to access the Gateway Control Panel to manage and customise your Gateway
settings. Please refer to Section 3 of this Guide for more detail on how to manage your Gateway
settings.

2.Serial Number Number supplied by the manufacturer and vendor.

3.Mac Address Registered identified number which interfaces with the Telstra network.

4.2.4GHz Wi-Fi Broadcast name for the 2.4GHz band of the Wi-Fi Network enabling you to connect your devices

Network Name via Wi-Fi.

5.5GHz Wi-Fi Broadcast name for the 5GHz band of the Wi-Fi Network enabling you to connect your devices

Network Name via Wi-Fi.

6. Network Key (WPA2) Password that authenticates the use of devices with the Gateway’s Wi-Fi Network.
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2. SETTING UP YOUR TELSTRA GATEWAY PRO™

The Telstra Gateway Pro™ Quick Start Guide provides a full set of instructions on how to set up your
Gateway. Please refer to the link below to access the Telstra Gateway Pro™ Quick Start Guide:
http:/business.telstra.com.au/t5/D0OT-Bundle-Help/ct-p/bundles_and_dot

This section will provide detailed information on setting up your Telstra Gateway Pro™ for a variety of
internet connection types.

. Place your Telstra Gateway Pro™ vertically on a surface in a central location to your other Wi-Fi
Important Note: . . -
devices to optimise Wi-Fi performance.

2.1.

2.1.2.

Alternative placement methods for the Gateway

The Gateway’s mounting location can affect wireless connections. For best results, place your Gateway:

« Near an AC power outlet, close to computers you plan to connect with Ethernet cables, and near
locations where you use wireless computers.

«In an elevated location, keeping the number of walls and ceilings between the Gateway and your
wireless computers to a minimum.

- Away from electrical devices that are potential sources of interference, such as ceiling fans,
security systems, microwaves, or the base for a cordless phone.
2.1.1. Wall Mount the Gateway

« Drill holes in the wall where you will wall-mount the Gateway. Put wall anchors in the holes.

« Insert screws into the wall anchors, leaving 3/16 in. (0.5 cm) of each screw exposed.

N

Figure 6: Gateway Wall Mounting and Adaptor Plate

« Attach the mounting plate securely to the Gateway and attach to the wall. The Gateway should be
mounted securely and flush against the wall.

Horizontal Mounting

Important Note: It is recommended that the Gateway is not placed in a horizontal position.

TELSTRA GATEWAY PRO™ USER GUIDE
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2.2. Setting up your Telstra Gateway Pro™ for ADSL and VDSL

If you don't have an NBN box at your premises you will be using one of the following connection types:

« ADSL (ADSL, ADSL2 and ADSL2+)
«VDSL (this includes NBN Fibre to the Node and NBN Fibre to the Basement connections)

ADSL Filter Wall Power
Splitter* Socket Paint
® — Lecal Phone l @ D
ADSL ®
L
Landline
hone @

Back of gateway

-®
) ) :

DSL FXO FXS1 FXS2 USB 1 2 3 4 WAN  Reset Power

& © ]
Digital Voice Computer Printer
IP Phone

Figure 7:Telstra Gateway Pro™ Setup for ADSL

Wall Power
@ Socket Point
@ a Y | El o 8

1 @

Landline
Phone

Back of gateway

(] | s

DSL FXO FXS1 FXS2 USB 1 2 3 4 WAN  Reset Power

. 06

Digital Voice Computer Printer
IP Phone

Figure 8: Telstra Gateway Pro™ Setup for VDSL
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You will need a copy of your order completion email and your Wi-Fi Network Security Card to get started.

Your Gateway can be set up in 3 easy steps:
Step 1: Connect the cables as in Figure 7 or Figure 8, depending on your connection type.

Step 2: Connect your devices to the Gateway, either using an Ethernet cable or via Wi-Fi.

Your Wi-Fi Network Security card contains the Network names and Network Key to connect
your devices to both the 2.4GHz and 5GHz bands.

Step 3: Activate your Internet service and voice service using the Setup Wizard.

The Setup Wizard can be accessed by either Ethernet or Wi-Fi by typing the Telstra default IP
address, 192.168.15.1, into your preferred browser. This will start the wizard and you can follow

the screens and prompts to complete.

For more detail on the Setup Wizard screens refer to section 3.1 of this Guide.

Setting up your Gateway with an NBN box (Fibre to the Premises)

N
w

Computer Printer Boint

I

- mD

Digital Voice
IP Phone

© [ o——

NBN Box

Figure 9: Telstra Gateway Pro™ Setup for NBN (FTTP)

If you do have an NBN box at your premises you will have an NBN Fibre to the Premises (FTTP)
connection. You will need a copy of your order completion email and your Wi-Fi Network Security Card

to get started.

TELSTRA GATEWAY PRO" USER GUIDE
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Your Gateway can be set up in 3 easy steps:
Step 1: Connect the cables as per Figure 9.
Step 2: Connect your devices to the Gateway, either using an Ethernet cable or via Wi-Fi.

Your Wi-Fi Network Security card contains the Network names and Network Key to connect

How to: your devices to both the 2.4GHz and 5GHz bands.

Step 3: Activate your Internet service and voice service using the Setup Wizard.

The Setup Wizard can be accessed by either Ethernet or Wi-Fi by typing the Telstra default IP
address, 192.168.15.1, into your preferred browser. This will start the wizard and you can follow

the screens and prompts to complete.

For more detail on the Setup Wizard screens refer to Section 3.1 of this Guide.

2.4. Telstra Gateway Pro™ Quick Start Guide

The Telstra Gateway Pro™ Quick Start Guide provides a full set of instructions on how to set up your
Gateway. Please refer to the link below to access the Telstra Gateway Pro™ Quick Start Guide:
https:/www.telstra.com.au/small-business/bundles/dot

Steps 4 and 5 of the Telstra Gateway Pro™ Quick Start Guide provide details about how you can
manage and troubleshoot your Gateway.
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3. INITIALTELSTRA GATEWAY PRO™
CONFIGURATION

You may need to setup or reconfigure your Telstra Gateway Pro™, for example when moving
premises, connecting to a new internet service, or after a factory reset. The Telstra Gateway
Pro™ can be configured in 2 ways:

» Using the Installation Wizard immediately after setup.

« Manually through the Control Panel Graphical User Interface (GUI).

In this section, step by step instructions are provided for both methods of setting up the Telstra
Gateway Pro™. The Telstra Gateway Pro™ Control Panel (GUI) is a site that allows you to manage
and customise Gateway settings and features.

TELSTRA GATEWAY PRO

BASIC
internet » £ P
@ —~ —
Prelasy 5 “ - - -
Attached Devices Internat Wireless Attached Devices
File Sharing
$8ID: Telsti|
Guest Network . STATUS GOOD Pa g Hum of devices 3

Dual WAMN Settings *

e @

Mobile Internet Flle Sharing Guest Network

[ logout | STATUS Disconnected STATUS Enabled STATUS NOT ENABLED

Figure 11:Telstra Gateway Pro™ Control Panel

When the Telstra Gateway Pro™ is first set up, either out of the box or after a factory reset (see
Section 6.4), it will detect which network you are on and present you with an installation wizard
that guides you through your internet setup. If you have previously configured your Gateway you
will be presented with a login in screen to the Gateway control panel.

For either an ADSL or VDSL connection ensure your DSL line is plugged into the grey DSL port on
the back of the Telstra Gateway Pro™ and check for sync, the blue WAN LED on the front of the
Gateway should be lit.

For an NBN connection, ensure you have connected your NBN box to the red WAN port on the
back of the Telstra Gateway Pro™ and check the blue WAN LED on the front of the Gateway is lit.

Figure 12: Telstra Gateway Pro™ WAN and DSL Ports
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3.1. Initial Setup Using The Installation Wizard

The Installation Wizard can be accessed from any connected device using an internet browser when
visiting any website for the first time (e.g. www.telstra.com) or by loading the Telstra Gateway Pro™
default IP address http:/192.168.15.1.

This will start the auto WAN (internet connection) sensing immediately (Figure 13) on the Gateway and
determine which WAN interface is being used; ADSL, VDSL or Ethernet WAN (NBN FTTP).

TELSTRA GATEWAY PRO T et

Installation Wizard

Walcoma to your Talstra Gateway Pro Installation
wizard. This wizard will help you setup your
gateway and get you online. The wizard will now
detect your mnuﬂo;. l‘l::: This may take a few
minu

a
i Cancel |

Figure 13:Installation Wizard WAN Sensing

- If no Internet Connection is detected the Installation Wizard will show the following screen.
Check that the cabling to the Gateway is correct, and click Retry.

TELSTRA GATEWAY PRO T =

Internet Connection Setup

Sorvice is not available, would you try again?

Figure 14:Internet Connection Setup Error Screen

« You will now need to select which options you want to configure (Figure 15).

Imoortant Note: It is not necessary to set up any of these options for a Telstra Business Broadband (T-Biz)
P : service unless you want to customise the Wi-Fi settings and/or Admin password.

» When setting up the Gateway for the first time, click Next.

TELSTRA GATEWAY PRO" USER GUIDE
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Installation Wizard

Wi MEve oEtectsd & CONNBCTIon.
[From the oplions below, select one or more that you would ke o modify on your galeway.
(] Change Gateway S0min passwond
] Customisa Wi-F| Satings
] Setup Voice Caling (for DOT customers only)

T Selup USB mobie broadband devica

] Satup Remole Access (VPN)
¥ you do not wish to choose any of the oplions above please cick next o complete your intermet setup. Exiting at this stage wil mean your gateway setup will not be compiate.
bif_ Yy
Mext

Figure 15: Installation Wizard Setup Options

For further information on these options review Section 4 and 5 of this guide before selecting any
additional options you would like to configure and continuing with the installation process.

« For ADSL you now need to enter your ADSL credentials (username & password) which you can find
in your order completion email from Telstra and click Next.

TELSTRA GATEWAY PRO T b

CONTROL PANEL

Login Details
Plaase anter your usemame and password below. You will £ ik, in r i3 il from Talstra
Usemame
Password
=)

Figure 16: Username and Password Fields For ADSL

« For NBN/VDSL the Gateway will now attempt to establish a connection to the Internet, once successful
it will show you a success page informing you are connected and will then show you an installation

summary page with additional details.

TELSTRA GATEWAY PRO

Internet Connection Setup

Congratulations!
Your Tetstra Gateway Pro has been successfully connected to the Intermet via NEMI

L)

Figure 17: Successful Connection Page
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If you have selected items to configure follow the wizard through to the summary screen.

« You will now see a summary of the setup. Review any changes you have made and click Finish.

The changes will now be made to the Gateway and additional configuration for voice setup
(if applicable) will be downloaded.

TELSTRA GATEWAY P

Installation Summary

Thes is a surmmary of your Telstra Galeway Pro mstallation. Click on the "Print” Dublon balow 1o print @ copy Tor your records and then click "Finish”™ o completa sstup
Interface details

Internat Connecbion Type PPPoE

WVLAN Status Enabled

Usamame ledsira red
Passwaord WHHN

1P Address 203 452352

Subnet Mask 266 265 255 265

Frint | Baclcl Finish '

Figure 17: Installation Summary Page

«When installation is complete the Telstra Business Website will load. You are now connected to the
Internet.

Inctstrmy snbgicns Supper Sall Serme Samech Talsira com (o)

SET YOUR : A
BUSINESS FREE 4 L B —

@ suppert
Tty G o Opgssiundes i ey -
Lt murwing rratioets, =9 Enquines
Tetira's Dynaime. NeSwork & how E
= i “§+ Yish a siore

- s

Virlual events Transforming E) soppe o e Don't et costs a ‘
for @ virual werld : é; i collaboration v contral you ’

R R e P e k T rn TR i Sty IR " \
Vo) LN COnnec] with Em oolaboraion fon hetled wilh imlege e expense 5 '.f
expers in your fieid (=10 o e T o ranagEmenl

Figure 18: Telstra Business Website

To configure your Telstra Gateway Pro™ after the initial setup, follow the steps in Section 3.2.
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3.2. Configuring Telstra Gateway Pro™ Using the Control Panel (GUI)

The Gateway Control Panel can be accessed through your internet browser via an Ethernet or Wi-Fi
connection using the Telstra default IP address 192.168.15.1. This will bring up the Login screen (Figure
21) and from here you will be able to configure the Telstra Gateway Pro™ to meet your requirements.

To access the Control Panel you need to login with the following details:
« Username: admin
« Password: telstra

Then click Continue.

TELSTRA GATEWAY PRO T e

Access Control

uumlm:.
Password | ]
: Continue Cancal

Figure 19: Gateway Control Panel Login

The Control Panel has two main menu types, Basic and Advanced.

Control Panel Basic Menu

TELSTRA GATEWAY PRO T =i

Internat . f: :
Wireless " Q s & =
Attached Devices »

Internet Wireless Attached Devices
File Sharing 3
Guest Network . l STATUS GOOD : Num of devices 1

Dual WAN Settings .

P @ ﬂ

Mobile Internet File Sharing Guest Network

m STATUS Disconnected STATUS Enabled STATUS NOT ENABLED

Figure 20: Control Panel Basic Menu
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Control Panel Advanced Menu

TELSTRA GATEWAY PRO

ADVANCED Home

Setup Wizard

» Setup

» Security

» Administration
» Advanced Setup

» VPN

ADVANCED

+ Router Information

Hardware Version
Firmware Version
Serial Number

GUI Language Version
LAN Port

MAC Address

IP Address

DHCP Server

IP Subnet Mask

V7610

V2204

1.0.0.0

al63:91:b8aD 1d
192.168.15.1

On

2552552550

v Intemet Port
MAC Address
IP Address

Connection
Mobile internet

IP Subnet Mask

Domain Name Server

IT'S HOW
WE CONNECT

a0:63.:91b8:dD0:21
101.186.13.240

IPoE
Disconnected

25526500

61.9.242.1
§1.9.242.33

Show Statistics | Connection Status

« Wireless Settings (2.4GHz) " Wireless Settings (5.0GHz)

Name (S8ID)

Region

Channel

Maode

Wireless AP
Broadcast Hame
Wireless isolation
Wi-Fi Protected Setup
BSSID

Telstra@lee
Australia

Auto (11)

Up to 289 Mbps
on

on

Off

Configured
AD:653:81.B8.D0:1E

Name (SSID)

Region

Channe|

Mode

Wireless AP
Broadcast Name
Wireless isolation
Wi-Fi Protected Setup
BSSID

Figure 21: Control Panel Advanced Menu

Telstra@led-56
Australia

36(p)+ 40+ 44 +48
Up te 2167 Mbps
On

On

Off

Configured
AD:63:91.B8D0:1F

From each of these menus you will be able to view sub-menus which will provide current details
about the device and also give you the ability to configure changes where appropriate.
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4. FURTHER CONFIGURATION
OF GATEWAY SETTINGS

There are a number of configuration items you can change to manager security, connected devices and
update your connection details. This section provides instructions to complete:

- Changing your Gateway login password.

« Customising your Internet (WAN) connection.

- Customising your Wi-Fi settings to connect new or existing devices.
- Setting up voice calling on your Gateway.

» Connecting devices to your Gateway.

- Setting up a mobile broadband back up device.

4.1. Changing your Gateway login Password

As a security measure you may wish to change your Control Panel username and password settings.
This provides an additional layer of security for your Gateway and business network. You can follow the
steps below to complete this process.

There are two ways to change your Gateway login password, via the Installation Wizard, or in the
Control Panel.

4.1.1. Change Gateway Password Using the Installation Wizard

If you have selected change admin password as part of the installation process using the installation
wizard, complete the following steps:

« Enter the old password into the Old Password field (the default password is telstra).

« Enter your new password into the New Password and Confirm New Password fields.

« Click Next to continue the Installation Wizard process.

TELSTRA GATEWAY PRO

Change Gateway Login Password

This usemname and password is used to access the Gateway Control Panel for the Telstra Gateway Pro and manage your gateway
settings. Your username will remain the same. Remember to use your new password to make any changes at a later time. If you would
like to change your password, enter it below.

Usemame:

Old Password:
New Password:

Confirm New Password:

=)

Figure 22: Wizard Password Screen
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If your new Gateway password is lost, you will need to reset the device and complete the initial
Important Note: configuration again. ADSL users: Before you reset the Gateway ensure you also have your ADSL
log in details to assist with reconnection to the Internet.

4.1.2. Change Gateway Password Using the Control Panel
The second method to change the admin password is via the Control Panel Advanced menu.

« To access the Gateway Control Panel page go to 192.168.15.1 in your browser and navigate to
Advanced->Administration -> Set Password.

TELSTRA GATEWAY

ADVANCED Home

Setup Wizard

Old Pass
WPS Wizard

SetPass
* Setup Repaath
* Security

» Administration

Bouter Statuy
Loas

Altached Devices
Backup Semngs

Figure 23: Set Password Advanced Menu Item

Complete the following steps to update your password in this process:

- Enter the old password in the Old Password field (the default password is telstra).
» Enter your new password into the New Password and Repeat New Password fields.

- Click Apply to confirm these changes.

TELSTRA GATEWAY PRO T &

ADVANCED Home Set Password

Setup Wizard
Zel Password

» Setup Repeat New Password

* Security

= Administration

Alachid Devices
Backup Settings

3¢l Password

» Advanced Setup
» VPN

Figure 24: Advanced Menu Set Password Screen
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4.2. Customising your LAN/WAN Settings

If you credentials change (for example if you have moved to new premises) you may need to update your
username and password details for your ADSL connection. You may also need to change your connection
type, if you switch from ADSL to an NBN service. The following steps provide you with an overview of how
to complete these changes.

4.2.1. DSL - Connection and Username/Password

To configure the ADSL connection you will need to enter your Username and Password into the Telstra
Gateway Pro™ Control Panel.

« To access the Gateway Control Panel page go to 192.168.15.1 in your browser and navigate to
Basic>Internet.

TELSTRA GATEWAY

Wireless .
Attached Devices *
File Sharing .
Guest Network 3

Dual WAMN Settings *

Mobile Internet "

Figure 25: Control Panel Basic Screen
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- Ensure the Does your internet connection require a login? has Yes selected and Internet Service
Provider has PPPoE selected.

« Enter your full Username (Login) and case sensitive Password into the correct fields and click Apply.

TELSTRA GATEWAY PRO

internet Setup

e [ cancer ] [ Ropy %)

{7 Use Wan Uplink Mode

Wireless >

Does your Internet connection require a login?
Attached Devices > -
File Sharing r OnNo
Guest Network ¥ Internet Service Provider | PPPoE ¥
Dual WAN Settings >

Login I m
Mobile Internet > | |

Password l '

Service Name (If Required)

Connection Mode

Idle Timeout(in Minutes)

logout
—

® Get Dynamically from ISP

Figure 26: Internet Settings
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« Click Home. The Internet icon should show STATUS: GOOD. The Internet LED will also change to blue.

TELSTRA GATEWAY PRO T e

Internet E L A . ﬂ‘

o,
Wireless r - - -
Attached Devices . Internet Wireless Attached Devices
File Sharing r

$SID: Telstra010... 3
Guest Network » SRS Password: 1588334333 Num of devices 1

Dual WAN Settings *

Mobile Internet » ; -I

Mobile Internet File Sharing Guest Network

STATUS Disconnected STATUS Enabled STATUS NOT ENABLED

Figure 27: Control Panel Basic Menu- Good Internet Connection

4.2.2. WAN - Connection (NBN)

To configure the NBN connection you will need to access the Telstra Gateway Pro™ Control Panel.

- To access the Gateway Control Panel page go to 192.168.15.1 in your browser and navigate to
Basic>Internet.

TELSTRA GATEWAY

Internet ¥
Wireless J
Attached Devices *
File Sharing .
Guest Network ]

Dual WAN Settings *

Mobile Internet "

Figure 28: Control Panel Basic Screen
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- Tick Use Wan Uplink Mode and ensure Does your internet connection require a login? has No selected.
Then click Apply.

TELSTRA GATEWAY PRO WE Eonwect

Home Internet Setup

#! Use Wan Uplink Mode
Wireless >

Does your Intarnet connection require a login?

(x_cance ][y I

Attached Devices 4
' Yes
File Sharing »

Guest Network *  AccountMame (If Required) rWBTD

Dual WAN Settings +  Domain Name (If Required)

Mobile Internet *  Internet P Address
'® Gat Dynamically from ISP
' Use Static IP Address
IF Address im‘l | 186

[=]

IP Subnet Mask {265  |[286 | L |
Gateway IP Address iiﬂ‘l | {186 | 1255 | ;25-1

Figure 29: WAN Setup for NBN

« Click Home. The Internet icon should show STATUS: GOOD. The Internet LED will also change to blue.

TELSTRA GATEWAY PRO y R

Internet r P g Y -

F o’ ——
Wireless 2 a a & B
Attached Devices : Internet Wireless Attached Devices
File Sharing .

SSID: Telstra010...

Guest Network > sl Password: 1588334333# Num of devices 1
J

Dual WAN Settings »

Mobile Internet > : -I

Mobile Internet File Sharing Guest Network

STATUS Disconnected STATUS Enabled STATUS NOT ENABLED

Figure 30: Control Panel Basic Screen
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4.3. Configuring your Gateway Wi-Fi

You may wish to change the default names and passwords for your Wi-Fi network, to reflect your
business name. The following information will assist with this process.

4.3.1. Customising Wi-Fi Settings

« To access the Gateway Control Panel page go to 192.168.15.1 in your browser and navigate to
Basic->Wireless.

TELSTRA GATEWAY

Wireles

Region S
[

Attached Davices

[¥ Enagi
File Sharing # 7 Enabl

[¥ Emats
Guest Network B Name st
Dual WAN Settings *»  Channel

Wode

Moblie Internet *

Figure 31: Basic Menu Wireless Settings

On this screen you can update settings for both the 2.4 GHz and 5 GHz Wi-Fi channels including:

« Change the SSID (Gateway’s Wi-Fi name).

- Enable / Disable SSID Broadcast

« Change the 2.4 GHz Channel to reduce interference from other 2.4 GHz devices (e.g. cordless phones).
« Change Encryption Key.

- Change Security Settings.

It may be easier to change the Wi-Fi SSID and channel settings in the Telstra Gateway Pro™
to match those of the Gateway or router you're replacing.

Important Note:

Doing this will avoid you having to change all the Wi-Fi settings on devices at your premises.
To find the existing Wi-Fi credentials from the old Gateway or router, refer to the instruction
manual for that device.
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To configure the Main Wireless LAN settings you will need to make any changes that may be required in the
Wireless Setting screen. Refer to the numbered sections in Figure 34 and the Wireless Settings table for
detailed information about these settings and how to change them:

TELSTRA GATEWAY PRO

Attached Devices »
File Sharing 3
Guest Network »

Dual WAN Settings  »

Mobile Internet »

TELSTRA GATEWAY PRO™ USER GUIDE

ireless Seftings

b

Region Selection

Ragion: Auatraha ¥
# Enable SSID Broadcast 0

) Enable Wireless Isalation

¥ Enable WES

Nama (SSID): Telstra |

Channel: m_-’

Moge; |Up to 289 Mbps 7 |

Security Options

& None

® WPAZ-PSK [AES]

L WPA-PSK [TKIF] + WEAZ-PSK [AES]

Security Options (WPA2-PSK)
Password (Network Key) 11588334333 (B-63 characlers ar 64 hex digits)

I —
Wireless Network (5GHz aiiac) o
™ Enable SSID Broadcast

[ Enable Wireless Isolation

¥ Enable WP3

Name (SSID) [Telstra  5G
Channel (Auto v |

Mode: Up to 2167 Mbps +

Security Options e
& None

® WPAZ-PSK [AES]

0 WPA-PSK [TKIF] + WPA2-PSK [AES]

Security Options (WPA2-PSK)
Password (Network Key) 155&33@33\3 | {8-63 characters or 64 hax digits)

0 Help Center : s ShowiHide Halp Cenfre

Figure 32: Basic Menu Wireless Configuration ltems
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4.3.2.

Wireless Settings

[tem Number

Wireless Settings
Iltems

Enable SSID
Broadcast

Description

If this feature is enabled, the wireless router will broadcast its name
(SSID) to all wireless stations. Stations that have no SSID (or a null
value) can then adopt the correct SSID for connections to this
access point.

Enable Wireless
Isolation

If checked, the wireless client under this SSID can only access
internet and it can't access other wireless clients even under the
same SSID, Ethernet clients or this device. Other clients can't access
the wireless client, either.

Enable WPS

WPS is a network security standard allowing users to easily secure
a wireless home network, and connect wireless client devices

to it, without accessing the device or Gateway configuration
screens, and without even knowing the wireless network's
security key/passphrase.

Name (SSID)

Enter a value of up to 32 alphanumeric characters. The same name
(SSID) must be assigned to all wireless devices in your network.

Channel:

This field determines which operating frequency will be used.

It should not be necessary to change the wireless channel unless you
notice interference problems with another nearby access point or
wireless device.

Mode:

Select the wireless mode you want to use. The options are:

+ Up to 54 Mbps. Legacy Mode, with a maximum speed of up to
54 Mbps for b/g networks.

+ Up to 289 Mbps. Neighbour-Friendly Mode, the default, with a
speed of up to 289 Mbps in the presence of neighbouring
wireless networks.

+ Up to 600 Mbps. Performance Mode, with a maximum Wireless-N
speed of up to 600 Mbps.

Security Options

Select the security option you want to use:

« None - no data encryption (not recommended)

« WEP - Wired Equivalent Privacy, use WEP 64- or
128-bit data encryption

Note: Wi-Fi Protected Setup function is disabled when the security
setting is WEP authentication

« WPA2-PSK [AES] - Wi-Fi Protected Access version 2 with
Pre-Shared Key, use WPA2-PSK standard encryption
with the AES encryption type

« WPA-PSK [TKIP] + WPA2-PSK [AES] - Allow clients using either
WPA-PSK [TKIP] or WPA2-PSK [AES]

Security Options
(WPA2-PSK)

Normally this can be left at the default value of Automatic.

It allows adaptors to use either Open System or Shared Key

to do the authentication.

If you want to have better secure authentication, then you can select
Shared Key and your wireless adaptors can only use Shared Key to
connect to this network.

After making any changes click Apply at the top of the Wireless Settings screen and test your connection with a

Wi-Fi connected device.
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4.4, Setup Voice Calling

The Telstra Gateway Pro™ supports Voice calling for DOT customers. There are two methods to setup
voice calling on the Telstra Gateway Pro™, via the Installation Wizard or in the Gateway Control Panel.

Device ID and Password information for Voice Calling can be found on your order
completion email.

Important Note:

4.4.1. Method One:Using the Installation Wizard

« During the installation process, select the Setup Voice Calling (for DOT customers only) option on the
Installation Wizard screen. Then click Next.

TELSTRA GATEWAY PRO T s

Installation Wizard

Wa have delecled a connection.

From the options balow, salect one or more that you would ke to modify on your gateway.

[ Change Gatewsy admin password

[ Cuatomiza Wi-Fi Sattings

N2 setup voice Calling (for DOT customers oniy}

[ Setup USB mobile broadband device

[ Setup Remate Access (VPN)
If you do not wish 1o chodse any of the oplions above pléase click Next 10 complets your intermet satup Exting al this stage will mean your gatewsy Setup will not be complate.
hﬁlen it )

Figure 33: Installation Wizard Menu

« Enter your Device ID and Password details on the Setup Voice Calling screen.
Then click Next. Complete the Installation Wizard process (Section 3.1).

TELSTRA GATEWAY PRO T e

Setup Voice Calling

This section is for customers who wish to set up voice services over their Broadband connection. If you are a data only broadband
customer, please click "Next" to continue. Please enter the Voice Calling Device ID and Password. This will have been sent to you in the
order completion email by Telstra.

Device 1D:
Password: '

S )

Figure 34: Device ID and Password Fields For Voice Calling
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4.4.2. Manual Setup in the Gateway Control Panel

The second method to set up voice calling is in the Gateway Control Panel.

- To access the Gateway Control Panel page go to 192.168.15.1 in your browser and navigate to
Advanced -> Setup -> Voice Calling.

TELSTRA GATEWAY PRO

ADVANCED Home Voice Calling S

v Setup Gateway Password

Internet Setup
¥DSL Settings
Wirgless Setup
Guest Network
VAN Setup
LAN Setup

I Voice Calling Setup ]
Re-run Wizard

Figure 35: Control Panel Advanced Menu

- Enter your Gateway ID and Gateway Password details on the Voice Calling Settings screen.
Click Apply to save your settings.

TELSTRA GATEWAY PRO W e

ADVANCED Home Voice Calling Settings

% )

Setup Wizard

[

+ Setup Gateway Password: D493700806076876

T005426014 I

Intgmet Selun
X5l Sethngs
Wirelass Setun
Gl Hetwork
AN Satug
LAMN Slup

Veice Calling Sotug

Rie-nan Vizard
k Voles Settings
» Security
» Administration
» Advanced Setup
»* VPN

a Help Center

Figure 36: Gateway ID and Password Information
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4.5. Connecting devices to the Telstra Gateway Pro™
You can connect a number of different devices to the Telstra Gateway Pro™ following the setup
information in Section 2 of this guide. In addition Wi-Fi and WPS devices can be connected to the
Gateway using the following instructions.
4.5.1. Connectingvia Wi-Fi
The Telstra Gateway Pro™ is delivered with Wi-Fi turned on with a unique Wi-Fi |ld and WPA2 Key
(Password). The Id, also known as SSID, and the WPA2 Key, are available on a card provided in the
packaging. Use this information to connect your Wi-Fi enabled devices.
4.5.2, Connectingvia WPS
Wireless Protected Setup (WPS) allows you to connect your network devices such as PCs, printers and
mobile devices wirelessly without using a password.
To connect using WPS, hold down the WPS button on the Gateway for three seconds. This temporarily
enables WPS access. Next, enable WPS on your network device (such as your printer or mobile phone).
The device will connect to the network allowing access to your Wi-Fi network.

Figure 37: WPS Button
4.6. Setting up USB Mobile Broadband Backup

Adropout or loss of your internet connection can have consequences for your business such as a loss
of access to internet sites and email. The Telstra Gateway Pro™ has a backup solution available that
provides an alternative path in the unlikely event that your primary internet access is not available.

It is now possible to switch to 4G mobile access when internet connectivity is not available via the main
WAN (ADSL, VDSL or NBN) connection.

By plugging a supported Mobile Broadband USB adapter into the USB port on the side or back of
the Telstra Gateway Pro™, internet connectivity via a 4G network becomes possible. This provides
continuous service while your WAN connection issue is investigated and resolved.

TELSTRA GATEWAY PRO" USER GUIDE 31



Figure 38: USB Port for Mobile Broadband Backup on side or back of device

Once you have connected your Mobile Broadband device to the USB port, access and configure it in the
Telstra Gateway Pro™ Control Panel by completing the following steps:

- To access the Gateway Control Panel page go to 192.168.15.1 in your browser and navigate to
Basic ->Mobile Internet.

TELSTRA GATEWAY PR

Home
Internet ]
Wireless * Do your inte
Attached Devices . e

® Mo
File Sharing .
Guest Network » SMPHN

APN

Dual WAN Settings g
PDP Type
[ Mobile Internet _+ | ESTNEAN

Figure 39: Basic Menu Mobile Internet
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- If there is a SIM PIN enabled on your Mobile USB device, enter it into the SIM PIN field.
Select the correct APN for your device then click Apply.

TELSTRA GATEWAY PRO

BASIC

e Sl
Internet "
Wireless *  Does your Internet connection require a login?
: Login
Attached Devices , ks
* Mo Password
File Sharing »
Guest Network » | SIM PIN 0000 I
APN telstra int v
Dual WAN Settings r #istra. intemet
POP Type T

(Moble ntarnet _+ JESRPEA £

Figure 40: Mobile Internet Setup Information

« To check that the mobile broadband device has initiated, click Mobile Info.

Home +» Mobile Setup m

Internet »
Wireless *  Does your Internet connection require a login?
Attached Devices » ok
* No Password

File Sharing »
Guest Network » SIMPIN 0000

APN telstra intemet v
Dual WAN Settings 3

PDP Type P

[Mobile Internet + JYNINPON 08

legout

Figure 41: Mobile Info Button
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» A pop-up window will show the mobile device signal strength. Click Close Window.

I B 27 |
'), NETGEAR Router -Google Chrome . e ==

(3 192.168.15.1/mobile_infohtm

Mobile Info

Signal Strength

{Very Good Signal)

IMEI ISTIT2046502T24
Manufacturer Sierra Wireless, Incorporated
Carrier Welstra.intemat

——— e e

Figure 42: Mobile Internet Signal Strength

« To check the device status, click Connection Status.

Home »
Internet »
Wireless r
Attached Devices »
File Sharing ’
Guest Network 3

Dual WAN Settings *

Mobile Internet »

TELSTRA GATEWAY PRO™ USER GUIDE

Mobile Setup

Does your Internet connection require a login?

O Yes Login
‘® No Password
SIMPIN 0000
APN | telstra intemet ¥
POP Type P -
Dialing String [0

Figure 43: Mobile Internet Connection Status

—
Maobile Info Connection Status
L —
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- Click Connection Status. A pop up window will show the Connection State and assigned IP address,
click Close Window.

[*},192.168.15.1/mobile_status.htmi - GoogleChrome — =8 =
[ 192.168.15.1/mabile_status html
obile Connection Status -
Connection Time 0:0:0:33
Connection Type P
Connection State Connected |
IP Address 10.102.8585
Subnet Mask 255 255 2550
Gateway 192.168.0.1
DMNS Server 61.9.194.4961.9.185.183

Close Window
B —————

Figure 44: Connection Status Details
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5. ADVANCED SETTINGS

There are a number of advanced configuration items you can change to make the most of your Telstra
Gateway Pro™. These changes are most suitable for larger businesses, or those with many Wi-Fi and
wired devices that are already configured to work with a modem or Gateway that the Telstra Gateway
Pro™ will replace. This section provides instructions to assist with:

« Setting up guest Wi-Fi networks.

- Sharing content over your business network using the Telstra Gateway Pro™.
» Changing LAN pool and DHCP settings to match your devices.

« Setting up port forwarding.

« Where to find information about setting up a VPN.

5.1. Guest Wireless Network Setup

The Telstra Gateway Pro™ has the capability to set up three Wireless Guest networks. You can allow
guest internet only access or internet & local network access to anyone that is provided the Guest SSID
and Wireless Network Keys. These Guest Networks can be enabled and configured by completing the
following steps.

- To access the Gateway Control Panel page go to 192.168.15.1 in your browser and navigate to the
Basic -> Guest Network.

BASIC

Home >
Internet *
Wireless >
Attached Davices »
File Sharing >

|

Dual WAN Settings >

Mobile Internet v

Figure 45: Basic Menu Guest Wireless

« Select either of the Network Profiles 1, 2 or 3 wireless access points then enable and configure as required.

To configure the Guest Wireless LAN settings you will need to make any changes that may be required in
the Guest Network Setting screen. Refer to the numbered sections in the Figure 49 and the Guest Wi-Fi
settings table for detailed information about these settings and how to change them.
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TELSTRA GATEWAY PRO

BASIC

Home .

Guest Network Settings

Internet L4
Metwork Profiles

[ Profie
@ [ 1

SSID | Security [ Enable Spread SSID
Telsira_Guesti WPA2.PSK [AES]

|
I

Wireless »

Attached Devices »

Wireless Settings - Profile 1{2. 4GHz higin)
=} Enable Guest Network

#l Enable S8I0 Broadcast

I} Enable Wireless Isolation

Guest Wirgless Network Name (5SID) T;l;ita?éuésﬂ-

File Sharing >

Dual WAN Settings

Mobile Internet >

Security Options e
L Mone
® WPAZ-PSK [AES)

) WPA-PSK [TKIP] + WPA2-PSK [AES]

Security Options (WPA2-PSK)
Password (Network Key) : |12345678 {8-63 characlers or 64 hex digits)

Figure 46: Guest Wi-Fi Configuration

- Setting up the Guest Network follows a similar process to making changes to the Wi-Fi settings
on the Telstra Gateway Pro™.
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5.1.1. Guest Wi-Fi Settings

Wireless Settings

I[tem Number Description
Items
1 Wireless Settings This shows the settings and status of the selected profile in the Guest
of Profile Wi-Fi Settings screen
Enable Guest If this check box is checked, then this guest network is enabled.
Network: You and your visitors can connect to your network via the SSID of this
profile.
Enable SSID If enabled, the Wireless Access Point will broadcast its name (SSID) to
Broadcast all Wireless Stations. Stations which have no SSID (or a null value) can
then adopt the correct SSID for connections to this Access Point
Enable Wireless When enabled, devices connected to your guest network can only
2 Isolation: access the Internet. They won't be able to access any other devices or
log into your router.
Guest Wireless Enter a value of up to 32 alphanumeric characters. The same Name
Network Name (SSID) must be assigned to all wireless devices in your network.
(ssID):
The default SSID is SSIDN+1, N is the profile number, but Telstra
strongly recommends that you change your network’s Name (SSID)
to a different value. This value is also case-sensitive.
Security Options + None - no data encryption
« WEP - Wired Equivalent Privacy, use WEP 64- or 128-bit
data encryption
Note: Wi-Fi Protected Setup function is disabled when the security
3 setting is WEP authentication
« WPA2-PSK [AES] - Wi-Fi Protected Access version 2 with
Pre-Shared Key, use WPA2-PSK standard encryption with the
AES encryption type
« WPA-PSK [TKIP] + WPA2-PSK [AES] - Allow clients using either
WPA-PSK [TKIP] or WPA2-PSK [AES]
Password (Network Enter a word or group of printable characters in the Passphrase
4 Key) box. The Passphrase must be constituted of either 8 to 63 ASCII
characters or exactly 64 hex digits.

After making any changes click Apply at the top of the Wireless Settings screen and test your connection
with a Wi-Fi connected device.

5.2. Content Sharing

The Telstra Gateway Pro™ allows you to share the content stored on your USB connected storage device
with other users on your network. You can use the rear USB port or side USB port on the device.

Features
The Telstra Gateway Pro™ has two USB 3.0 ports.
The following file systems are supported:

« NTFS

« FAT32

- FAT16
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The USB storage device can have up to 10 partitions. If your device has more partitions the extra
partitions will be ignored.

The File Server is enabled by default. The only thing that you need to do is to plug your USB memory stick
or external hard disk in one of the USB ports of your Gateway. The connected storage will be visible on
your network. The table below provides a list of configuration options for connected devices:

Network File Server UPnP AV Media Server
Store and access your data on your local Make media files available for UPnP AV
Function network capable devices like media players and

set-top boxes from your local network.

Access Read and write Read-only

Accessible from Local network Local network

All files from all partitions and disks that All files from the first partition of the
Type of content shared are connected*. connected disks*

*Supported file type information: jpg, jpeg, jpe, png, wav, mp3, wma, m1a, m2a, m4a, mpa, mp4, ts, wmy, mpg, mpv, mpeg,
asf, avi, divx, flv, mkv, m2ts, vob, m1v, m2v, m4v, mov, 3gp, pcm, tts. Maximum number of files displayed = 500 including
thumbnail files.

Figure 47:Telstra Gateway Pro™ Back USB Port

Figure 48:Telstra Gateway Pro™ Side USB Port
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5.3. LANIP Pool/DHCP Change

The Telstra Gateway Pro™ allows you to reconfigure the LAN IP pool if required. The following steps
outline how to configure the Gateway to suit existing devices connected on a complex network. If
you have an existing LAN IP range that does not match that of the Gateway’s default LAN IP pool
(192.168.15.1) the following will need to be completed to identify the required LAN IP range.

» For Windows computers:
- Open a command prompt, type in ipconfig and press enter.

— The number next to Default Gateway is your current router/gateway IP address.

« For Apple computers:
— Access System Preferences and select Network.
- Select the appropriate port (e.g. Ethernet / Airport) Click Advanced and then the TCP/IP tab.

- The number next to Router is your current router/gateway IP address.

Once you have noted down the new LAN IP address to be used, you are ready to update these details
into the Gateway. Complete the following steps to change the LAN IP pool it in the Gateway:

» Connect your computer to the Gateway via an Ethernet connection. To access the Gateway Control
Panel page go to 192.168.15.1 in your browser and navigate to Advanced> Setup > LAN Setup.

| v Setup I

Internet Setup
xSl Settings
Wireless Setup
Guest Nefwork
WAN Setup

LAN Setup

Figure 49: LAN Setup

« Under LAN TCP/IP Setup change the IP Address/IP Subnet Mask to the new range.
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TELSTRA GATEWAY PRO We Comnect

ADVANCED
ADVANCED Home LAN Setup

—
Setup Wizard

» Setup LAN TCPAP Setup
IF Address
lnternet Setup IP Subnet Mask .
xD SL Settings
RIF Direction [InOnly v |
Guest Network RIP Version | Disable -
WAN Setup
A
M Starting IP Address o2 |[e8 |[15 |2
Voice Calling Setup . r += e i
.“ Ending IF Address 1192 1168 | |15 |254
Re-run Wizard

Figure 50: TCP/IP and DHCP Settings

Note: The DHCP starting & ending IP addresses may also be changed if necessary.
« Click Apply and then click OK on the notification pop-up to apply the new settings and reboot the
Gateway.

- After the Gateway has rebooted test the new network settings by trying to log back into the Control Panel
using the new IP address for the Gateway.

5.4. Port Forwarding

Port forwarding allows the Telstra Gateway Pro™ to forward traffic from the Internet to a specific device
that is connected or a specific application on a device. You may require remote access to devices such as
servers, cameras etc. The Gateway allows you to configure these.

The ports referred to in this section are virtual, not physical. You will need the port numbers
Important Note: that need to be forwarded and the IP addresses of the devices to be forwarded to.
Refer to device documentation for how to access this information.

Complete the following steps to configure port forwarding on the Gateway:

» Connect your computer to the Gateway via an Ethernet connection. To access the Gateway Control
Panel page go to 192.168.15.1 in your browser and navigate to Advanced> Advanced Setup >
Port Forwarding / Port Triggering.

TELSTRA GATE

ADVANCED Home

Setup Wizard
WPS Wizard

» Setup

» Security
» Administration

» Advanced Setup

Figure 51: Port Forwarding

TELSTRA GATEWAY PRO™ USER GUIDE 41



- From the Service Name dropdown box you can select from a number of common applications and
devices. Select the appropriate name and then enter the IP address of the device and click Add.

TELSTRA GATEWAY PRO

ADVANCED
ADVANCED Home Port Forwarding / Port Triggering

v Jererrm——

) Port Triggering

* Setup

» Security

» Administration
# Service Name External Start Port External End Port Internal Start Port Internal End Port  Internal IP address

v Advanced Setup

Figure 52: Port Forwarding Configuration

- If the appropriate service is not in the Service Name list you can create a new service by clicking the
Add Custom Service button.

# Service Name External Siart Port External End Port  Internal Start Port  internal End Port  Internal IP address

+ Add Custom Service

Figure 53: Add Custom Service

« Enter the following Information:

- Service Name

- Protocol (either UDP, TCP or both)

- External Start and End Port numbers (if only 1 port then the same for both)

- If the same port numbers translate internally or if different port numbers need to be entered.

- |P address of the device on the internal network

- Click Apply.
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» Security External End Port | 11~65534)
bk HRR RSt AR ¥ Use the same portrange for Internal port
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Wirelass Sattinaa Or salect from currently attached devices
Mﬂ@ IP Address Device Name
Triggering @ undefined undefined

Dynamic DNS

Figure 54: Custom Services

5.5. Secure Remote Access via VPN

The Gateway’s Remote Access feature enables secure access to your business files from home.
Refer to the detailed VPN setup guide for information on how to enable and configure this option:
http://www.telstra.com.au/content/dam/tcom/small-business/bundles/pdf/telstra-gateway-pro-
v/7610-configuration-guide.pdf
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6. TROUBLESHOOTING & GENERAL TIPS

6.1. The Internetis not working or WAN light is off

Sometimes a loss of service can occur and Broadband will temporarily be unavailable on your Telstra
Gateway Pro™, you will presented with the following error screen and the WAN light will be off.

Figure 55: WAN Light

TELSTRA GATEWAY PRO

WARNING: Your Broadband service is not available and the Telstra Gateway Pro cannot connect to the Internet.
Loss of service can occur due to network maintenance or other temporary service disruptions.

Pleasa check your DSL cable has not been disconnactad from the back of your Gateway and that the power cable
i plugged In. The blue light around the Telstra logo on the front of the Gateway will be on and the Internet LED light
will automatically tum blue once the problem has been resolved.

Figure 56: No Internet Connection Notification

Please check that your DSL line or WAN cable has not been unplugged from the Gateway.

If your Internet light is flashing red your Gateway is now operating in mobile broadband failover
mode (if available), you can continue to use the Internet through mobile data.

Important Note:

If your issue is not resolved for an extended period of time please call Telstra support on 132000
and we will assist you further with your issue.
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6.2. My devices aren’t connecting

Please check that Wi-Fi has been switched on. The Telstra Gateway Pro™ Wi-Fi button will glow blue
if Wi-Fiis enabled.

((+)
Wi-Fi On/Off

Figure 57: Wi-Fi Button

Ensure that your wireless connection setting is enabled on your connecting device.
Important Note: If you do not have a wireless adaptor on your connecting device, you may need to
purchase a wireless adaptor.

6.3. Thereisared internet light (ADSL)

Ared internet light indicates that your DSL port is connected but authentication was unsuccessful.

Figure 58: Front Panel Internet Light
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« In the Gateway Control Panel, check if the Internet is connected. Click on the Internet button.

TELSTRA GATEWAY PRO

Internet " ﬁ | | |
Wireless 8 ".‘ . ch a» sh
Atinohagl Beviges g Wireless ' Attached Devices |
File Sharing .

$5SID: Telstrad10
Gu.st N“wﬂrk . Errol Mol Connecied Password: 15882 Hum 0' d.vlc.l 1

Figure 59: Internet Error

 Check your login and password details, and update if required. Apply any changes.
TELSTRA GATEWAY PRO

internet Setup

{Z Use Wan Uplink Mode

Wireless >
Does your Internet connection require a login?
Attached Devices > -
File Sharing »  DONo
Guest Network ¥ Internet Service Provider PPPoE ¥
Dual WAN Settings >
Login
Mobile Internet > Password -
e

Service Name (If Required)

Figure 60: Login and Password Details

6.4. Re-setting Telstra Gateway Pro™

You should only reset your Gateway as a last option. Try turning the device off and on again,
to see if this resolves the issue first.

Important Note:

A factory reset will delete all saved information, so ensure you have all of your network login
and password information before completing the following steps.
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There are 2 ways to perform a factory reset on the Telstra Gateway Pro™:

6.4.1. Method One- Hardware reset

« Insert a paper clip into the Reset hole and hold down for 10 seconds until all the lights on the front
panel start flashing. Then release the paper clip.

A/AYN Power On/Off DC Power
(CRCRC]
12V===3.5A

L
L
w

Figure 61: Reset Hole

« The Gateway will reset and reboot.

6.4.2. Method Two-Reset from the Gateway Control Panel

« Log in to the Gateway Control panel. Select Advanced->Administration->Backup Settings and
click Erase.

TELSTRA GATEWAY PRO

ADVANCED
ADVANCED Home Backup Settings

Setup Wizard >
Save a copy of current settings

» Setup Restore saved settings from a file
| Choose File | No file chosen

» Security r s
uiiestons

v Administration
Revert to factory default settings

Router Status
Logs

Attached Devices

Set Password

» Advanced Setup

* VPN

Figure 62: Revert To Factory Default Settings
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» A confirmation screen will load. If you are sure you wish to erase all of the settings on the Gateway,
and reset to factory settings, click Yes.

TELSTRA GATEWAY PRO

ADVANCED
ADVANCED Home Backup Settings

Setup Wizard
Loading the factory default settings will erase all the current settings.

WPS Wizard

Are you sure you want to do this?
- —_—
» Voice Settings

Figure 63: Revert To Factory Default Settings

« The Reset Progress bar will appear. Once this reset bar has completed, the Gateway will reset and
reboot. You will be returned to the Gateway login screen.

TELSTRA GATEWAY PRO

ADVANCED
ADVANCED Home

Setup Wizard

Updating Settings

AT

» Setup
» Voice Settings
» Security

+ Administration

Figure 64: Reset Progress Screen
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6.5.

Wireless Adaptor Faults

6.5.1. General

Wi-Fi can be negatively affected by interference. Possible sources of interference or connection failure
are listed below:

« Afish tank (or large body of water) between modem and wireless adaptor
« Interference to or from a cordless phone (any device operating at 2.4GHz)
« Interference from fridges, microwave ovens etc.

« Out of date or incorrectly configured Wi-Fi drivers on a PC

« Need to disable ‘Centrino’ (inbuilt wireless devices that some PCs have)

- If a PC has firewall software, it needs to be configured to allow the Wi-Fi connection.

The firewall software may need to be deactivated or disabled.

» A wireless adaptor may be faulty

6.5.2. Lights Are Blinking Repeatedly

» The Wireless Adaptor is not associated with the Gateway. Check the SSID and WPA security settings

or reconnect using WPS.

» The Gateway may be out of range. Try moving the device closer to the Gateway.

6.5.3. NoLights Are Lit On The Wireless Adaptor

« The Wireless Adaptor is not inserted securely in the USB port (or USB cable if used) or the A6200

software is not installed.

« Remove and reinsert the Wireless Adaptor.

« Check the Windows device manager to see if the Wireless Adaptor is recognized and enabled. Reinstall

the AB200 software, if necessary.

« Insert the Wireless Adaptor in a different USB port on your computer if one is available

Figure 65: Netgear Wi-Fi USB Adaptor A6200
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7. TECHNICAL SPECIFICATIONS

7.1. Devices compatible for use with the Telstra Gateway Pro™

The following devices are compatible with the Telstra Gateway Pro™:

Phones

Cisco SPA525G2 IP Phone

Cisco SPAS04G IP Phone

Yealink T42G IP Phone

Yealink T48G IP Phone

Panasonic KX-TPA5S0 IP DECT Phone only *
Panasonic KX-TGP500 IP DECT Phone with Base
Panasonic KK-TPAB0 DECT Phone only*
Panasonic KK-TGP600 IPDECT Phone with Base

Polycom VVX1500 Video Phone

*These phones will work as a secondary handset with a Panasonic TGP500 (TPAS0) or
TPAB0O (TPABO) DECT base station.

Mobile Broadband USB
Netgear 320U
Huawei 8372

Accessories

Universal Wi-Fi Extender

Powerlink Extender Kit XAVB5401

Netgear Wi-Fi AC Extender MAX

Netgear Wi-Fi USB adaptor AC A6200

Cisco SG 300-10 Ethernet Switch (10-Port with 8 POE)
Netgear 8 Port POE Gigabit Switch

Cisco SPA122 Analogue Adaptor (2-Port ATA)

Cisco SPA8000 Analogue Adaptor (8-Port ATA)
Plantronics CS540A Wireless Headset
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7.2.

™ are trade marks, and ® registered trade marks of Telstra Corporation Limited (ACN 051 775 556).

About the Telstra Gateway Pro™

The Telstra Gateway Pro™ (Netgear V7610) is VDSL Gateway using Wave 2 Wi-Fi with Quad Stream &
MU-MIMO. This Gateway delivers Wi-Fi to multiple devices simultaneously for faster speeds and lower
latencies. Additionally the Gateway offers integrated FXS ports and CAT-1Q 2.0 for SIP based VolP
connections. Integrated VPN server enables multiple VPN clients for secure connection for remote users

or remote office locations.

Standard Interfaces

+One (1) VDSL2+/VDSL/ADSL2+/ADSL port

«One (1) Gigabit Ethernet WAN port
« Four (4) Gigabit Ethernet LAN ports
+3x3802.11 b/g/n 2.4GHz Wi-Fi

* 4x4 802.11 a/n/ac 5.0 GHz Wi-Fi

« Two (2) USB 3.0

« Two (2) FXS ports

«One (1) FXO port

« CAT-1Q 2.0

«Visual Indicators — Internet, WAN and
Voice LEDs

« Buttons — Wi-Fi on/off; WPS; DECT

Broadband Internet Service
«VDSL/ADSL Broadband internet service
» Cable/Fiber via Ethernet WAN port
» Mobile Broadband using USB dongle

Physical Specifications
«Dimensions: 242.6 x 242.6 x 101mm
» Weight: 845¢g

» Mounting: Desktop or wall mount

Technical Specifications

« VDSL2+/VDSL/ADSL2+/ADSL compliant
DSL interface

« IPoE, PPPoE, Mobile Broadband (for WAN failover)
« Auto-detect WAN interface

« IPV4/IPV6

« VLAN

« MU-MIMO for simultaneous streaming

« Quad-Stream Wave 2 Wi-Fi

« Wi-Fi Protected Access (WPA/WPA2 — PSK)
« Multiple SSID

- Guest Network access

« Broadsoft compliant SIP client

« IPSec VPN Server

« TR069, TR181 based remote confirmation
and management

+ QOS for Egress and Ingress traffic
- USB 3.0, 1.5A shared between two ports
« Memory: 128 MB Flash and 256 MB DDR

Package Contents
« Two (2) Ethernet Cables
+One (1) Phone Cable
+One (1) DSL Cable
«One (1) DSL Filter
+ Quick Start Guide
« 12V, 3.5 Amp Power Adaptor
« Wall Mount Brackets
« Wi-Fi Network Security Card

Netgear’s product sheet on the Telstra Gateway Pro™ can be found on the Telstra DOT site:
http:/business.telstra.com.au/t5/D0OT-Bundle-Help/ct-p/bundles_and_dot

Netgear is registered trade mark of Netgear Inc.
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